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Attack Category

e Madlicious Input

Vulnerability Category

+ Buffer Overflow
¢ Unconditiona

M ethod of Attack

Softwar e Context » Logging
Location
Description sydog() hasinternal buffer limitations, so size of
input should be bounded.
sydog() is used to log system messages. It has
internal buffer limitations that are implementation
dependent.
APls Function Name Comments
syslog()
openlog() Presence of openlog() is
an indicator of nearby
sysog() calls

On some platforms, an internal buffer can overflow
in syslog(). If an attacker can control thisthey can
mount a buffer overflow attack.

Exception Criteria

Solutions

Solution Solution Solution
Applicability |Description Efficacy
Whenever Determine Effective
syslog() is whether your  |if accurate
used. platform has information is
syslog bugs. available on
Limit the implementation.
amount/size
of information
going into
syslog.

Signature Details

void syslog( int priority, char *format, ...)
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Examples of Incorrect Code [...]

openl og(" nmy_prograni, O,

LOG _USER) ;

voi d syslog( LOG WARNI NG " Ran
into big problemw th data: %",
verylLongText);

cl osel og();

[0 ]

Examples of Corrected Code [...]
openl og( " nmy_prograni, O,
LOG_USER) ;

/* Truncate text to ensure not
too big. If syslog() formatting
supports it, could alternatively
use formatting options that limt
out put size. */

char

t ext Buf f er [ MAX_SAFE_TEXT_SI ZE] ; /
* Safe size depends on syslog()

i mpl enentation */
strncpy(textBuffer,verylLongText, siz
textBuffer[sizeof (textBuffer)-1]
="\0";

voi d syslog( LOG WARNI NG "Ran
into big problemwith data: %",
text Buffer);

cl osel og();

[...]

eof (text B
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